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BDO USA, P.C. (“BDO”) has prepared the attached System 
and Organization Controls (“SOC”) report and the description 
of the tests of controls and results thereof (collectively, the 
“Report”) solely for the information and use of the specified 
parties identified in the Report. THE REPORT IS NOT INTENDED 
FOR THE BENEFIT, USE, OR RELIANCE OF ANY OTHER PERSONS 
OR ENTITIES. 

Your access to the Report is conditioned upon your 
acceptance of the terms and conditions of this agreement, 
in your individual capacity and on behalf of yourself and/
or as a representative or agent of the entity you represent 
or on whose behalf you are acting (the “Recipient”). BY 
CLICKING ON THE “I ACCEPT” BUTTON BELOW, YOU SIGNIFY 
THAT YOU AND THE RECIPIENT EACH AGREE TO BE BOUND 
BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. Such 
acceptance and agreement shall be deemed to be as effective 
as a written signature by you, both on behalf of yourself 
and the Recipient, and this agreement shall be deemed to 
satisfy any writings requirements of any applicable law, even 
though this agreement is written and accepted electronically. 
PLEASE READ THIS AGREEMENT CAREFULLY, AS ITS TERMS AND 
CONDITIONS AFFECT YOUR LEGAL RIGHTS AND THOSE OF THE 
ENTITY YOU REPRESENT, INCLUDING BY REQUIRING INDIVIDUAL 
ARBITRATION TO RESOLVE DISPUTES AND AFFECTING YOUR 
ABILITY TO BRING CLAIMS AGAINST BDO.

The Recipient acknowledges and agrees that BDO does not 
agree to add Recipients as users of the Report, and does not 
assume any duties, obligations, or liabilities to Recipient in 
connection with the Report or the Recipient’s access to or 
examination of the Report. Recipient further acknowledges 
and agrees that BDO performed services and prepared the 
Report solely for the specified parties identified in the Report. 
BDO makes no representation regarding the sufficiency of the 
services performed for the purpose for which the Report was 
originally requested, for the Recipient’s purposes, or for any 
other purposes. 

BDO has no responsibility to update or amend the Report, 
including but not limited to, reissuing any Report, performing 
any additional services, or providing the Recipient with an 
amended, updated, or finalized report even if such report is 
amended, updated, or finalized in the future, even if such 
event or circumstance might be considered material. 

In consideration of the Recipient gaining access to the Report, 
the Recipient agrees that it shall not make, and hereby 
waives, any Claim against BDO, members of BDO International 
Limited, members of the BDO Alliance program or its or their 
present, future, or former partners, principals, employees, 
representatives, affiliates, or agents (collectively, the “BDO 
Group”). A “Claim” is defined for purposes of this agreement 
as any claim, liability, loss, settlement, judgment, damages, 
costs or expenses (including attorneys’ fees) or lawsuit in 
court, arbitration, proceeding of any kind or otherwise, 
arising from or related to the Recipient’s access to or use of, 
or distribution of, the Report or any portion thereof, or the 
Recipient’s breach of this agreement, whether in contract, 
statute, tort (including, without limitation, the negligence of 
any member of the BDO Group) or otherwise. The Recipient 
further agrees that it will indemnify the BDO Group, and pay 

all costs, expenses (including, but not limited to, attorneys’ 
fees and BDO professional fees), and liabilities incurred 
by BDO in defending or settling any such Claim brought by 
Recipient or any third party. In no event will any member 
of the BDO Group be liable for any consequential, special, 
indirect, incidental, punitive, or exemplary losses, damages, 
or expenses, regardless of whether or not BDO has been 
advised of the possibility of such damages.

Any dispute or claim between the Recipient and BDO arising 
out of or relating to or resulting from the Report, Recipient’s 
access to or use of or distribution of, the Report, and/or 
the performance or breach of this agreement, including, 
without limitation, claims for breach of contract, professional 
negligence, breach of fiduciary duty, misrepresentation, fraud 
and disputes regarding attorney fees and/or costs charged 
under this Agreement (except to the extent provided below) 
(each, a “Dispute”) shall be submitted to binding arbitration 
before the American Arbitration Association (the “AAA”), 
and subject to the Commercial Arbitration Rules before an 
arbitrator in New York, New York. The arbitration shall be 
governed by the provisions of the laws of the State of New 
York and the substantive law of the State of New York shall 
be applied without reference to conflicts of law rules. The 
parties shall bear their own legal fees and costs for all claims. 
The arbitration proceedings shall be confidential.

The Recipient acknowledges that by agreeing to this 
arbitration provision, it is giving up the right to litigate claims 
against BDO, and important rights that would be available 
in litigation, including the right to trial by judge or jury, to 
extensive discovery and to appeal an adverse decision. The 
Recipient acknowledges that its authorized representatives 
have read and understand this arbitration provision, and that 
it voluntarily agrees to binding arbitration.

In addition, all Disputes between Recipient (and/or related 
third parties) and any member of the BDO Group shall 
be resolved by binding arbitration only on an individual 
basis. THEREFORE, THE ARBITRATOR SHALL NOT CONDUCT 
CLASS ARBITRATION; THIS MEANS THAT THE ARBITRATOR 
WILL NOT ALLOW BDO OR THE RECIPIENT TO SERVE AS A 
REPRESENTATIVE, AS A PRIVATE ATTORNEY GENERAL, OR IN 
ANY OTHER REPRESENTATIVE CAPACITY FOR OTHERS IN THE 
ARBITRATION. 

If you agree with these provisions, click the “I Agree” button 
to open the Report.

If you disagree with the provisions, click the “I Don’t Agree” 
button to close this document now. 
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Independent Service Auditor’s Report on a SOC 1 Examination 

To the Management of 
Sandata Technologies, LLC 
Hicksville, New York 

Scope 

We have examined Sandata Technologies, LLC’s (Sandata or service organization) accompanying 
description of its integrated payer and provider home care technology system (the system) titled 
Management of Sandata Technologies, LLC’s Description of Its Integrated Payer and Provider 
Home Care Technology System for processing user entities’ transactions throughout the period 
April 1, 2023 to March 31, 2024 (description) and the suitability of the design and operating 
effectiveness of controls included in the description to achieve the related control objectives 
stated in the description, based on the criteria identified in Management of Sandata 
Technologies, LLC’s Assertion (assertion). The controls and control objectives included in the 
description are those that management of Sandata believes are likely to be relevant to user 
entities’ internal control over financial reporting. The description does not include aspects of the 
system that are not likely to be relevant to user entities’ internal control over financial reporting. 

The information included in Section V, Other Information Provided by Sandata Technologies, LLC 
That Is Not Covered by the Independent Service Auditor’s Report on a SOC 1 Examination, is 
presented by management of Sandata to provide additional information and is not part of 
Sandata’s description of its system made available to user entities during the period April 1, 2023 
to March 31, 2024. Information included in Section V has not been subjected to the procedures 
applied in the examination of the description of the system and of the suitability of the design 
and operating effectiveness of controls to achieve the related control objectives stated in the 
description of the system, and accordingly, we express no opinion on it. 

Sandata uses subservice organizations to perform certain activities. A list of these subservice 
organizations and the activities performed is provided in Section III. The description includes only 
the control objectives and related controls of Sandata and excludes the control objectives and 
related controls of the subservice organizations. The description also indicates that certain 
control objectives specified by Sandata can be achieved only if complementary subservice 
organization controls assumed in the design of Sandata’s controls are suitably designed and 
operating effectively, along with the related controls at Sandata. Our examination did not extend 
to controls of the subservice organizations, and we have not evaluated the suitability of the design 
or operating effectiveness of such complementary subservice organization controls. 

The description indicates that certain control objectives specified in the description can be 
achieved only if complementary user entity controls assumed in the design of Sandata’s controls 
are suitably designed and operating effectively, along with related controls at the service 
organization. Our examination did not extend to such complementary user entity controls, and 
we have not evaluated the suitability of the design or operating effectiveness of such 
complementary user entity controls. 
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Service Organization’s Responsibilities 

In Section II, Sandata has provided an assertion about the fairness of the presentation of the 
description and the suitability of the design and operating effectiveness of controls to achieve 
the related control objectives stated in the description. Sandata is responsible for preparing the 
description and its assertion, including the completeness, accuracy, and method of presentation 
of the description and the assertion; providing the services covered by the description; specifying 
the control objectives and stating them in the description; identifying the risks that threaten the 
achievement of the control objectives; selecting the criteria stated in the assertion; and 
designing, implementing, and documenting controls that are suitably designed and operating 
effectively to achieve the related control objectives stated in the description. 

Service Auditor’s Responsibilities 

Our responsibility is to express an opinion on the fairness of the presentation of the description 
and on the suitability of the design and operating effectiveness of controls to achieve the related 
control objectives stated in the description, based on our examination. 

Our examination was conducted in accordance with attestation standards established by the 
AICPA. Those standards require that we plan and perform the examination to obtain reasonable 
assurance about whether, in all material respects, based on the criteria in management’s 
assertion, the description is fairly presented and the controls were suitably designed and 
operating effectively to achieve the related control objectives stated in the description 
throughout the period April 1, 2023 to March 31, 2024. We believe that the evidence we obtained 
is sufficient and appropriate to provide a reasonable basis for our opinion. 

An examination of a description of a service organization’s system and the suitability of the design 
and operating effectiveness of controls involves: 

• Performing procedures to obtain evidence about the fairness of the presentation of the
description and the suitability of the design and operating effectiveness of controls to
achieve the related control objectives stated in the description, based on the criteria in
management’s assertion.

• Assessing the risks that the description is not fairly presented and that the controls were
not suitably designed or operating effectively to achieve the related control objectives
stated in the description.

• Testing the operating effectiveness of those controls that management considers
necessary to provide reasonable assurance that the related control objectives stated in
the description were achieved.

• Evaluating the overall presentation of the description, suitability of the control objectives
stated therein, and suitability of the criteria specified by the service organization in its
assertion.

We are required to be independent and to meet our other ethical responsibilities in accordance 
with relevant ethical requirements relating to the engagement. 
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Inherent Limitations 

The description is prepared to meet the common needs of a broad range of user entities and their 
auditors who audit and report on user entities’ financial statements and may not, therefore, 
include every aspect of the system that each individual user entity may consider important in its 
own particular environment. Because of their nature, controls at a service organization may not 
prevent, or detect and correct, all misstatements in processing or reporting transactions. Also, 
the projection to the future of any evaluation of the fairness of the presentation of the 
description, or conclusions about the suitability of the design or operating effectiveness of 
controls to achieve the related control objectives, is subject to the risk that controls at a service 
organization may become ineffective. 

Description of Tests of Controls 

The specific controls we tested and the nature, timing, and results of those tests are listed in 
Section IV. 

Opinion 

In our opinion, in all material respects, based on the criteria described in Sandata Technologies, 
LLC’s assertion: 

a. The description fairly presents Sandata’s integrated payer and provider home care
technology system that was designed and implemented throughout the period April 1,
2023 to March 31, 2024.

b. The controls related to the control objectives stated in the description were suitably
designed to provide reasonable assurance that the control objectives would be achieved
if the controls operated effectively throughout the period April 1, 2023 to March 31, 2024
and if the subservice organizations and user entities applied the complementary controls
assumed in the design of Sandata’s controls throughout the period April 1, 2023 to
March 31, 2024.

c. The controls operated effectively to provide reasonable assurance that the control
objectives stated in the description were achieved throughout the period April 1, 2023 to
March 31, 2024 if complementary subservice organization controls and complementary
user entity controls assumed in the design of Sandata’s controls operated effectively
throughout the period April 1, 2023 to March 31, 2024.

Restricted Use 

This report, including the description of tests of controls and results thereof in Section IV, is 
intended solely for the information and use of Sandata, user entities of Sandata’s system during 
some or all of the period April 1, 2023 to March 31, 2024, and their auditors who audit and report 
on such user entities’ financial statements or internal control over financial reporting and have a 
sufficient understanding to consider it, along with other information, including information about 
controls implemented by user entities themselves, when assessing the risks of material 
misstatement of user entities’ financial statements. 



7 

This report is not intended to be, and should not be, used by anyone other than these specified 
parties. 

July 10, 2024 



II. Management of Sandata Technologies, LLC’s Assertion



 

Sandata Technologies, LLC 
270 Duffy Ave, Unit 266A 

Hicksville, NY 11801 
 

Section II 
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Management of Sandata Technologies, LLC’s Assertion 

We have prepared the accompanying description of Sandata Technologies, LLC’s (Sandata or service 
organization) integrated payer and provider home care technology system (the system) titled 
Management of Sandata Technologies, LLC’s Description of Its Integrated Payer and Provider Home 
Care Technology System for processing user entities’ transactions throughout the period April 1, 
2023 to March 31, 2024 (description) for user entities of the system during some or all of the period 
April 1, 2023 to March 31, 2024 and their auditors who audit and report on such user entities’ 
financial statements or internal control over financial reporting and have a sufficient understanding 
to consider it, along with other information, including information about controls implemented by 
the subservice organizations and user entities of the system themselves, when assessing the risks of 
material misstatement of user entities’ financial statements. 

Sandata uses subservice organizations to perform certain activities. A list of these subservice 
organizations and the activities performed is provided in Section III. The description includes only 
the control objectives and related controls of Sandata and excludes the control objectives and 
related controls of the subservice organizations. The description also indicates that certain control 
objectives specified by Sandata can be achieved only if complementary subservice organization 
controls assumed in the design of Sandata’s controls are suitably designed and operating effectively, 
along with the related controls at Sandata. The description does not extend to controls of the 
subservice organizations. 

The description indicates that certain control objectives specified in the description can be achieved 
only if complementary user entity controls assumed in the design of Sandata’s controls are suitably 
designed and operating effectively, along with related controls at the service organization. The 
description does not extend to controls of the user entities. 

We confirm, to the best of our knowledge and belief, that: 

a. The description fairly presents the integrated payer and provider home care technology 
system made available to user entities of the system during some or all of the period April 1, 
2023 to March 31, 2024 for processing their transactions as it relates to controls that are 
likely to be relevant to user entities’ internal control over financial reporting. The criteria 
we used in making this assertion were that the description: 

i. Presents how the system made available to user entities of the system was designed 
and implemented to process relevant user entity transactions, including, if 
applicable: 

(1) The types of services provided, including, as appropriate, the classes of 
transactions processed. 

(2) The procedures, within both automated and manual systems, by which those 
services are provided, including, as appropriate, procedures by which 
transactions are initiated, authorized, recorded, processed, corrected as 
necessary, and transferred to the reports, and other information prepared 
for user entities of the system. 

(3) The information used in the performance of the procedures, including, if 
applicable, related accounting records, whether electronic or manual, and 
supporting information involved in initiating, authorizing, recording, 
processing, and reporting transactions; this includes the correction of 
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incorrect information and how information is transferred to the reports and 
other information prepared for user entities. 

(4) How the system captures and addresses significant events and conditions 
other than transactions. 

(5) The process used to prepare reports and other information for user entities. 

(6) Services performed by a subservice organization, if any, including whether 
the inclusive method or the carve-out method has been used in relation to 
them. 

(7) The specified control objectives and controls designed to achieve those 
objectives, including, as applicable, complementary subservice organization 
controls and complementary user entity controls assumed in the design of 
the service organization’s controls. 

(8) Other aspects of our control environment, risk assessment process, 
information and communications (including the related business processes), 
control activities, and monitoring activities that are relevant to the services 
provided. 

ii. Includes relevant details of changes to the service organization’s system during the 
period covered by the description. 

iii. Does not omit or distort information relevant to the service organization’s system, 
while acknowledging that the description is prepared to meet the common needs of 
a broad range of user entities of the system and their user auditors and may not, 
therefore, include every aspect of the system that each individual user entity of the 
system and its auditor may consider important in its own particular environment. 

b. The controls related to the control objectives stated in the description were suitably 
designed and operating effectively throughout the period April 1, 2023 to March 31, 2024 to 
achieve those control objectives if the subservice organizations and user entities applied 
the complementary controls assumed in the design of Sandata’s controls throughout the 
period April 1, 2023 to March 31, 2024. The criteria we used in making this assertion were 
that: 

i. The risks that threaten the achievement of the control objectives stated in the 
description have been identified by management of the service organization. 

ii. The controls identified in the description would, if operating effectively, provide 
reasonable assurance that those risks would not prevent the control objectives 
stated in the description from being achieved. 

iii. The controls were consistently applied as designed, including whether manual 
controls were applied by individuals who have the appropriate competence and 
authority. 

Sandata Technologies, LLC 

July 10, 2024 
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Management of Sandata Technologies, LLC’s Description of Its 
Integrated Payer and Provider Home Care Technology System 

Overview 

This is a System and Organization Controls (SOC) 1 Type 2 report on Sandata Technologies, LLC’s 
(Sandata, service organization, or Company) integrated payer and provider home care technology 
system (the system) for processing user entities’ transactions throughout the period April 1, 2023 to 
March 31, 2024, which may be relevant to the internal control over financial reporting of user 
entities. The description has been prepared in accordance with the guidance issued by the AICPA, 
specifically, AT-C Section 320, Reporting on an Examination of Controls at a Service Organization 
Relevant to User Entities’ Internal Control Over Financial Reporting. 

Sandata is a leading provider of workforce management and operational management systems to 
the home health care and human services sectors. Sandata offers technology for home- and 
community-based organizations, making it easier for payers and providers to work together. Payer 
solutions include efficiencies with workforce management, data aggregation, claims validation, and 
program monitoring for state payers and managed care organizations (MCOs). Full agency 
management solutions are specifically tailored to home health care and intellectual and 
developmental disabilities (I/DD) agency needs, offering administrative support, efficiency, and 
compliance. 

Services Provided 

Sandata’s products are mission critical to its customers, enabling them to reduce administrative 
costs, increase workforce productivity, and improve clinical outcomes. Sandata’s patented 
Electronic Visit Verification (EVV) solution, branded Sandata EVV, tracks home care workers’ time 
and attendance in the field via Telephonic Visit Verification (TVV), Mobile Visit Verification (MVV), 
or Fixed Visit Verification (FVV) into its proprietary system. The Sandata EVV application is a 
telephone- and web­based field management solution, hosted in a hybrid environment consisting of 
Sandata’s private cloud in the Secaucus, New Jersey location as well as AWS public cloud 
infrastructure, which monitors the arrival and departure times of off-site workers. The Sandata EVV 
solution also offers customers optional modules to perform scheduling and billing functions and 
claims validation services directly within the application. Sandata EVV interfaces with many third-
party applications, including scheduling, clinical, compliance, billing, and payroll. Sandata’s MVV 
capabilities as part of the Sandata EVV solution are delivered via the Company’s mobile application, 
branded Sandata Mobile Connect (SMC), which includes patented technology to verify visits when 
no landline or cellular service is available. 

The Sandata Agency Management (SAM) application services hosted in AWS is a fully integrated, 
comprehensive EVV, scheduling, clinical, and billing application. Sandata Fuse Agency Management 
(Fuse) is the next-generation agency management solution hosted in AWS that provides an 
operations hub complete with advanced scheduling, in-app training, powerful integrations, and 
advanced billing functions. Fuse is a comprehensive agency management software solution that aims 
to streamline the day-to-day operations of home care agencies by centralizing and streamlining key 
functions such as client management, caregiver management, scheduling, billing, and payroll. 
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The Company’s software applications and operating procedures can be customized, allowing 
Sandata to implement enhancements to the agency management system in order to respond to 
changes in an efficient, consistent manner. 

Scope 

This description addresses only Sandata’s integrated payer and provider home care technology 
system provided to user entities and excludes other services provided by Sandata. The description 
is intended to provide information for user entities of the system and their independent auditors 
who audit and report on such user entities’ financial statements, to be used in obtaining an 
understanding of the system and the controls over that system that are likely to be relevant to user 
entities’ internal control over financial reporting. The description of the system includes certain 
business process controls and IT general controls that support the delivery of Sandata’s system. The 
description does not encompass all aspects of the services provided or procedures followed that are 
unrelated to internal control over financial reporting activities performed at Sandata. 

Sandata uses subservice organizations to perform certain services. A list of these subservice 
organizations and the services performed is provided in the following table. The description does 
not disclose the actual controls at the subservice organizations. 

Subservice Organization Services Performed 

Amazon Web Services, Inc. 
(AWS) 

Provides cloud infrastructure services, ensuring robust scalability, 
security, and compliance with industry-standard protocols. 

Cyxtera Technologies 
(Cyxtera) 

Provides third-party colocation data center services for the hosting 
of servers and equipment.  

Equinix, Inc. (Equinix) Provides third-party colocation data center services for the hosting 
of servers and equipment.  

Transactions Processing and Reporting 

The Company’s transactions processing and reporting components include, but are not limited to, 
the following: 

• Client incoming and outgoing interfaces 

• Employee incoming and outgoing interfaces 

• Schedule incoming and outgoing interfaces 

• Plan of care incoming interfaces 

• Authorization incoming interfaces 

• EVV data collection at point of entry (IVR, mobile app, etc.) 

• EVV — IVR calls/events matching 

• EVV — UI (edits performed by agency administrative staff) 



 
Section III 

 
 

Solely for the information and use of Sandata Technologies, LLC, user entities of Sandata Technologies, LLC’s integrated payer and provider home care technology system 
during some or all of the period April 1, 2023 to March 31, 2024, and their auditors who audit and report on user entities’ financial statements or internal control over financial 
reporting and have a sufficient understanding of it. 

14 

• Outgoing EVV exports 

• Outgoing payroll exports 

• Outgoing billing exports 

Business transactions are tagged with the timestamps, session IDs/Global Unique Identifiers (GUIDs), 
or Process ID (PID). If the transaction is being handled by an automated process, the name of the 
process, host, etc. is being collected and logged. If the transaction is being initiated by an individual 
(UI, Mobile App), the session’s ID, GUID, and/or user ID are being collected and logged. If additional 
approval is deemed necessary by the UI workflow, the approver IDs are being collected and logged. 

Applications 

Sandata EVV is a system that helps home care providers verify that their caregivers are delivering 
services to clients at the right time and location, whether at home or in the community. Sandata 
leverages multiple EVV technologies, such as MVV, TVV, and FVV, to capture real-time visit data, 
including the time, date, and location of the visit, as well as the services provided. This data is 
transmitted to Sandata’s cloud­based platform, where it is securely stored and can be accessed by 
providers for billing and compliance purposes. Sandata EVV helps providers comply with federal and 
state regulations related to EVV, reduce fraud and abuse, and improve the quality of care delivered 
to clients. Depending on configuration, Sandata EVV also provides client and worker intake as well 
as billing and a variety of exports, including payroll. A number of standard third-party interfaces 
are available to integrate with other systems, including scheduling and billing systems. Sandata EVV 
provides companies, large or small, with a powerful tool that, through its interfaces, automates and 
simplifies an organization’s needs to schedule, invoice for employee time, generate payroll exports, 
manage human resources issues, and develop financial reports, allowing providers the ability to 
control overtime and reduce job costs. 

The Sandata Aggregator is a service available directly within the Sandata EVV platform and allows 
providers to select and use the EVV vendor that works with their business needs while helping to 
ensure the customer has a single uniform source of EVV data and provider network management 
tools. Aggregator supports a multivendor EVV environment where providers have the option of using 
Sandata’s EVV offering or continuing to use their own EVV vendor. EVV visit data collected by 
Sandata and third­party data collection systems is transferred to the Aggregator in near real time. 
As visits occur, data is sent to the Aggregator. Any required visit corrections will take place in the 
providers’ respective EVV data collection system. The Sandata Aggregator allows the payer customer 
to report and view visit data and the associated status of the entire provider network SMC is a 
mobile application that is an extension of the overall Sandata EVV solution. SMC uses GPS 
technology, verifying direct care worker location and visits using GPS enabled devices. SMC supports 
visit verification and electronic documentation of the following: 

• Type of service 

• Beneficiary receiving the services 

• Date of the services 

• Location of the service delivery 

• Direct care worker providing the service 

• Time the service begins and ends 
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The SMC application is publicly available for download in the Google Play Store and the Apple App 
Store. Direct care workers will install the application on their own carrier-independent GPS-enabled 
device and login via a unique Company ID, username, and password. Upon authentication, direct 
care workers are able to see their schedules for the day and collect required data during each visit. 
The system records the identity of the beneficiary as part of the check-in process. GPS coordinates 
are captured and compared to beneficiary address(es) within the EVV system to help ensure that 
the direct care worker is at an approved beneficiary location. The system also includes the option 
for the direct care worker to indicate an alternate service location should care be delivered in a 
setting in the community. The beginning date/time are recorded once the direct care worker selects 
“start visit” in the application and the ending date/time are recorded upon selecting “end visit.” 
The service for the visit is based on the visit schedule (for those services where scheduling is 
required). The mobile application allows the direct care worker to input the service provided during 
the visit for unscheduled services. Direct care workers can also record tasks performed during the 
visit and enter visit notes. 

SAM is a comprehensive software solution designed specifically for home care agencies. The 
software aims to streamline the day-to-day operations of home care agencies by centralizing and 
automating key functions such as client management, caregiver management, scheduling, billing, 
and payroll. The software provides a single platform for managing all aspects of client care, 
including care plans, assessments, and medication management. With the integrated scheduling 
feature, agencies can easily create and manage schedules for their caregivers, including tracking 
their availability, assigning visits, and monitoring their work hours. The scheduling feature also 
integrates with Sandata’s EVV system to help ensure accurate and timely billing. SAM also includes 
a billing module that streamlines the billing process for home care services. The module automates 
the creation of invoices and allows for easy submission of claims to payers, including Medicaid. The 
billing module also provides real-time tracking of claims, denials, and payments, helping agencies 
to manage their cash flow and reduce the risk of missed payments. In addition, SAM offers robust 
payroll functionality, with features such as time tracking, wage calculation, and tax compliance. 
The software automates payroll processing and generates reports that can be used for tax filings 
and other compliance requirements. One of the key benefits of SAM is its focus on compliance and 
quality assurance. The software includes features such as EVV and care plan management to help 
ensure that agencies are delivering high-quality care that meets regulatory requirements. The 
software also includes real-time alerts and notifications to help agencies stay on top of compliance 
issues and address them promptly. Overall, SAM aims to provide home care agencies with a 
comprehensive software solution that can help them improve their efficiency, reduce administrative 
burdens, and help ensure they are delivering high-quality care to their clients. 

Sandata Fuse is the next-generation agency management solution that provides a single platform 
for managing all aspects of client care including care plans, assessments, medication management, 
authorizations, and more. With the integrated scheduling feature, agencies can easily create and 
manage schedules for their caregivers, including tracking their availability, assigning visits, and 
monitoring their worked hours. The scheduling feature also integrates with Sandata EVV service to 
help ensure accurate and timely billing. Fuse also includes a next-generation billing module that 
streamlines the billing process for home care services. This module automates the creation of 
invoice batches across multiple payers, allowing easy submission of claims to payers, which is further 
automated if agencies utilize the included clearinghouse integrations. The billing module also 
provides tracking of claims, denials, and payments helping agencies manage cash flow and reducing 
the risk of missed payments. In addition, Fuse offers robust payroll functionality and integrations 
with or extracts for a variety of payroll service providers. One of the key benefits of Fuse is its focus 
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on compliance and quality assurance. The software includes features such as EVV and care plan 
management to help ensure that agencies are delivering high-quality care that meets regulatory 
requirements. The software also includes real-time alerts and notifications to help agencies stay on 
top of compliance issues and address them properly. Overall Fuse aims to provide home care 
agencies with a comprehensive solution that can help them improve their efficiency, reduce 
administrative burdens, and help ensure they are delivering high-quality care to their clients. 

Sandata Clean Claims is a powerful pre-adjudication claims editing solution offered as part of the 
Sandata EVV platform that streamlines and automates the intricate process of managing home care 
claims. This service ensures payment accuracy, reduces provider friction, and elevates overall 
efficiency in the home care ecosystem. In a pre-adjudication mode, Sandata will aggregate EVV on 
behalf of a payer (no matter the source of that EVV), validate it against corresponding claims 
received for those EVV transactions (no matter the source of that claim), and subsequently deliver 
claims through a clearinghouse to a payer for adjudication. This means the first time the payer 
receives the claim it is already ready for adjudication. 

Supporting Infrastructure 

Primary infrastructure used to provide Sandata’s integrated payer and provider home care 
technology system includes the following: 

System Service Offering Infrastructure Components 

Sandata EVV • Electronic Visit Verification Software 
• SMC Mobile Application 
• EVV Aggregator 
• Clean Claims  

• Oracle Exadata 
• MS SQL Server 
• Windows OS 
• Linux RHEL 
• Amazon EC2 
• Amazon RDS 
• Amazon S3 
• Amazon EKS 

SAM • Homecare Agency Management Software • MS SQL Server 
• Windows OS 

Sandata Fuse • Homecare Agency Management Software • MS SQL Server 
• Windows OS 
• Amazon EC2 
• Amazon RDS 
• Amazon S3 
• Amazon EKS 
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Internal Control Framework 

This section provides information about the five interrelated components of internal control at 
Sandata: control environment, risk assessment process, monitoring activities, information and 
communications, and control activities. 

Sandata’s internal control components include controls that may have a pervasive effect on the 
organization, specific processes, account balances, disclosures, classes of transactions, or 
applications. Some of the components of internal control have more of an effect at the entity level, 
while other components are primarily related to specific processes or applications. 

Control Environment 

The control environment sets the tone of an organization, influencing the control awareness of the 
organization. The control environment is embodied by the organization’s awareness of the need for 
controls and the emphasis given to the appropriate controls through management’s actions 
supported by its policies, procedures, controls, and organizational structure. 

Commitment to Integrity and Ethical Values 

The effectiveness of controls cannot rise above the integrity and ethical values of the people who 
create, administer, and monitor them. Integrity and ethical values are essential elements of 
Sandata’s control environment, affecting the design, administration, and monitoring of other 
components. Integrity and ethical behavior are the product of Sandata’s ethical and behavioral 
standards, how they are communicated, and how they are reinforced in practices. They include 
management’s actions to remove or reduce incentives and temptations that might prompt personnel 
to engage in dishonest, illegal, or unethical acts. They also include the communication of entity 
values and behavioral standards to personnel through policy statements and codes of conduct, as 
well as by example. 

Specific control activities that the service organization has implemented in this area are described 
below: 

• Code of Conduct — Sandata has implemented codes of conduct and other policies regarding 
acceptable business practice, conflicts of interest, or expected standards of ethical and 
moral behavior. 

• Code of Ethics — A set of proper business conduct policies are published to allow Sandata’s 
employees, clients, and suppliers to gain a better understanding of the way Sandata wishes 
to conduct business. The areas addressed include avoiding misrepresentation, personal 
conduct, conflicts of interest, and proprietary information. Employees receive an employee 
handbook that includes the code of ethics. 

• Privacy — Sandata respects the privacy of every individual who visits the Sandata website. 
Sandata’s Privacy policy includes information gathering and dissemination practices for the 
website (www.sandata.com). 

• Encryption — Sandata utilizes industry-standard security measures in protecting each user’s 
personal information. Data is encrypted and highly secure. 

• Corporate Culture — Top management, starting with the CEO, plays a key role in setting 
corporate culture. The CEO sets the ethical tone of the environment through 
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communications in staff meetings, weekly emails to the firm, and one-on-one meetings in 
dealing with vendors and customers. 

• Ethical Behavior — Management’s attitude regarding standards of ethical behavior is 
reflected in its establishment and enforcement of a formal and informal code of conduct. 
By demonstrating its own compliance with this code, management sets an example for 
employees to follow. Management further communicates its expectations by the way it 
monitors employee behavior and reacts to violations of the code. 

• Confidentiality — A statement of confidentiality agreeing not to disclose proprietary or 
confidential information, including client information, to unauthorized parties is a 
component of the employee handbook. 

Oversight Responsibilities 

At least annually, the Board of Directors, which is comprised of independent owners, meets with 
the Executive Leadership Team (ELT) to discuss concepts related to the oversite of internal controls. 
The Security Steering Committee meets to discuss objectives related to security initiatives. The 
entity's objectives, including changes made to the objectives, are communicated to its personnel 
through the entity's town hall meetings and Town Hall Teams channel periodically but no less than 
annually. 

Assignment of Authority and Responsibility 

Sandata’s organizational structure provides the framework within which its activities for achieving 
entity­wide objectives are planned, executed, controlled, and monitored. Sandata’s management 
believes that establishing a relevant organizational structure includes considering key areas of 
authority and responsibility and lines of reporting. Sandata has developed an organizational 
structure suited to its needs. 

Sandata’s assignment of authority and responsibility activities include factors such as how authority 
and responsibility for operating activities are assigned and how reporting relationships and 
authorization hierarchies are established. It also includes policies relating to appropriate business 
practices, knowledge and experience of key personnel, and resources for carrying out duties. In 
addition, it includes policies and communications directed at helping to ensure that personnel 
understand the entity’s objectives, know how their individual actions interrelate and contribute to 
those objectives, and recognize how and for what they will be held accountable. 

Specific control activities that the service organization has implemented in this area are described 
below: 

• Organizational charts are in place to communicate key areas of authority and responsibility. 

• Organizational charts are communicated to employees and updated as needed. 

Human Resources Policies and Practices 

Sandata’s success is founded on sound business ethics, reinforced with a high level of efficiency, 
integrity, and ethical standards. The result of this success is evidenced by its proven track record 
for hiring and retaining top quality personnel who help to ensure the service organization is 
operating at maximum efficiency. Sandata’s human resources policies and practices relate to 
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employee hiring, orientation, training, evaluation, counseling, promotion, compensation, and 
disciplinary activities. 

Specific control activities that the service organization has implemented in this area are described 
below: 

• Pre-hire screening procedures, including background checks and FACIS Level 3 screening, 
are followed to screen potential candidates prior to their hiring. 

• Documented new-hire polices are in place to guide personnel through the new-hire process. 

• Documented termination policies to guide personnel through the termination process. 

• Formal evaluations are performed for each employee on an annual basis. 

• HIPAA compliance and security awareness training are required of new employees. 

• Mandatory annual HIPAA compliance and security awareness training is provided for 
employees. 

People 

The Sandata staff provides support for the above services in each of the following functional areas: 

a. Executive Leadership Team — Responsible for driving the direction of Sandata. By exercising 
the Company’s core values, the ELT enables, inspires, and empowers employees to achieve 
business goals and holds the organization accountable for results. 

b. Operational Leadership Team — A leadership team by ELT nomination and selection only and 
not driven by level or role. This team originated from the need to assist in sharing how 
strategy is executed and also to carry the focus and performance needs of the Company to 
others via influence. 

c. Customer Enablement — Motivates and empowers customers to optimize their use of all 
Sandata solutions through instructor-led and web-based learning and job support tools, 
including user manuals, quick reference guides, and targeted communications. 

d. Growth — Helps to ensure that customers achieve the expected outcomes from using 
Sandata’s products and services while having a great experience during their journey. The 
Customer Success Team functions as customer advocates, are knowledgeable about what 
Sandata’s customers need, identify opportunities for growth, and serve as a primary point 
of contact at Sandata. 

e. Customer Support — Provides ongoing assistance to Sandata customers regarding issues, 
concerns, or questions they may encounter when using Sandata’s products and services. The 
Customer Support Team is at the forefront of every interaction helping to ensure that the 
needs of Sandata’s customers are quickly met. 

f. Professional Services — The first encounter a customer will have on their operations journey 
at Sandata. The Professional Services Team provides communication, coordination, and 
collaboration to internal and external stakeholders as part of the process. 

g. Revenue Cycle Management — Provides full agency support of customers’ billing/revenue 
cycle by helping to ensure accurate revenue, consistent collections, and processing of 
payments to enable customers to focus on delivering quality care. 
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h. Infrastructure Operations — The Infrastructure Operations Group plays a critical role in 
maintaining and enhancing the organization's technological framework, focusing on cloud 
and IT services. It includes the Cloud Engineering Team, which is responsible for the design, 
deployment, and optimization of cloud infrastructure, ensuring scalability, security, and 
cost-efficiency. This team strategically integrates the latest cloud technologies to support 
the organization’s dynamic needs. Alongside the Cloud Engineering Team, the IT Service 
Delivery Team manages the delivery of IT services, maintaining high service-level 
agreements and managing service incidents and changes. Their work is essential for ensuring 
operational continuity, optimizing service delivery processes, and enhancing customer 
satisfaction through proactive service management. Together, these teams drive 
infrastructure capabilities that support the organization's strategic goals, ensuring robust 
and efficient operations. 

i. Database Operations — Comprised of Database Administrators (DBAs), the Database 
Operations Team is responsible for the maintenance, performance, and security of 
databases. They help to ensure data integrity and availability by managing availability, 
updates, and troubleshooting, thereby supporting the organization's data infrastructure 
needs. 

j. Information Security — Responsible for implementing and maintaining robust security 
measures, conducting regular security assessments, and monitoring network and system 
activities to detect and respond to security incidents. The team develops and enforces 
security policies and procedures that comply with legal and regulatory requirements. The 
team also educates and trains employees on security protocols and best practices to promote 
a security-aware culture within the organization. Additionally, they work closely with other 
IT and business units to integrate security considerations into broader technology and 
business strategies. 

k. Finance & Accounting — Responsible for financial reporting, efficient financial management, 
and effective financial controls necessary to support the business activities of Sandata. In 
addition, finance and accounting provides analytical support to the internal and external 
stakeholders of Sandata to help these parties make data-driven decisions. 

l. Legal — Handles a broad range of legal issues affecting the Company, such as employment, 
contracts, intellectual property protection, litigation, regulatory compliance, and improving 
processes. The Legal Department helps the business to keep its legal risks at tolerance, 
understands the needs of the business, and works as its strategic partner. 

m. Human Resources — Provides support to the entire life cycle of an employee, including talent 
acquisition, onboarding, benefits, payroll, and more. 

n. Product Development & Product Delivery — The Engineering & Product Department’s 
primary objective is to deliver high quality go-to-market solutions for Sandata. The team 
works to focus on market needs and the Engineering Team applies the principles of software 
development to deliver high quality applications and solutions for customers. Through 
detailed analysis, the team designs, develops, and tests customer-facing products. The 
engineering organization is comprised of different teams. Solutions Engineering works 
directly with clients in setting up and implementing software through configuration and 
integration setup. Product Engineering handles the existing product portfolio. Advanced 
Engineering handles new technology initiatives such as new tools and also develops solution 
prototypes. Quality Engineering focuses on testing software leveraging Test Automation and 
tooling to drive out higher quality products. Technology Project Management consists of 
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product Scrum Masters and Project Managers who oversee initiatives and product 
enhancements. 

o. Data Analytics — The mission of this group is to build business insight capabilities to empower 
customers (internal and external) with the right information at the right time to drive data-
driven decisions. 

p. Sales & Marketing — The Sales & Marketing Team works together to drive profits and revenue 
for Sandata. By creating creative content and sales strategies, this team focuses on making 
deals and partnerships by selling Sandata’s products and services to clients. 

Commitment to Competence 

Sandata’s management defines competence as the knowledge and skills necessary to accomplish 
tasks that define employees’ roles and responsibilities. Management’s commitment to competence 
includes management’s consideration of the competence levels for particular jobs and how those 
levels translate into the requisite skills and knowledge. 

Specific control activities that the service organization has implemented in this area are described 
below: 

• Management has considered the competence levels for particular jobs and translated 
required skills and knowledge levels into written position requirements. 

• Training is provided to maintain the skill level of personnel in certain positions. 

Management’s Philosophy and Operating Style 

Sandata’s management philosophy and operating style encompass a broad range of characteristics. 
Such characteristics include management’s approach to taking and monitoring business risks and 
management’s attitudes toward information processing, accounting functions, and personnel. 

Specific control activities that the service organization has implemented in this area are described 
below: 

• Management is periodically briefed on regulatory and industry changes affecting the services 
provided at least annually. 

• Executive leadership meetings are held monthly to discuss major initiatives and issues that 
affect the business as a whole. 

Risk Assessment Process 

Sandata has implemented a risk management process to help identify, prioritize, and mitigate risks 
that could affect Sandata’s ability to provide services to its customers in a reliable manner while 
keeping sensitive information secure from disclosure or modification. The process involves 
executives, senior management, and management identifying areas of perceived risk, taking 
inventory of existing controls, and determining gaps in the control structure. Once the gaps are 
identified, controls are agreed upon to mitigate the risks. Risks that may be considered during 
management’s risk assessment activities include the following: 

• Changes in operating environment 
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• New personnel 

• New or revamped information systems 

• Rapid growth 

• New technology 

• New business models, products, or activities 

• Corporate restructurings 

• New accounting pronouncements 

Integration with Risk Assessment 

The environment in which the system operates, the commitments, agreements, and 
responsibilities of Sandata’s integrated payer and provider home care technology system, as 
well as the nature of the components of the system result in risks that the criteria will not be 
met. Sandata addresses these risks through the implementation of suitably designed controls to 
provide reasonable assurance that the criteria are met. Because each system and the 
environment in which it operates are unique, the combination of risks to meeting the criteria 
and the controls necessary to address the risks will be unique. As part of the design and 
operation of the system, Sandata’s management identifies the specific risks that the criteria 
will not be met and the controls necessary to address those risks. 

Monitoring Activities 

Sandata management is responsible for monitoring the quality of internal control performance as a 
routine part of its activities. Several management meetings are held regularly as part of the 
monitoring activities, including the following: 

• Product and Technology Leadership Meetings — Weekly strategic sessions where leaders 
from the Product and Technology Teams come together to discuss key topics. The primary 
purpose of these meetings could include alignment on strategy, progress updates, resource 
management, innovation and improvement, risk management, cross-functional 
collaboration, and feedback loop. 

• Security Operations Meetings — Regular meetings between Sandata’s Security leadership 
and internal and Rapid7 security operations staff. Monthly meetings focus on metrics and 
context about threat detection and incident response activities conducted in the previous 
month, along with information about the health of detection and response controls. Further, 
this meeting provides an opportunity to review monthly service reports, address questions 
about alerts, and answer questions related to the Rapid7 Managed Detection & Response 
(MDR) program. Additionally, regular business review meetings are also conducted that 
include a walkthrough of the services provided and discussions for further advancing security 
maturity. 

• Security Steering Committee — Quarterly Security Steering Committee meetings focus on 
monitoring the effectiveness of the organization’s security controls and strategies. This 
process involves reviewing security metrics, identifying emerging security threats and 
vulnerabilities, and helping to ensure that security policies and procedures are up-to-date 
and aligned with business objectives. 
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• Compliance Committee — Quarterly compliance committee meetings focus on helping to 
ensure that the organization is compliant with legal, regulatory, and contractual 
requirements. This process involves reviewing compliance metrics, identifying areas of 
noncompliance, and developing action plans to address any compliance gaps. 

Ongoing Monitoring 

Sandata’s management conducts quality assurance monitoring on a regular basis, and additional 
training is provided based upon results of monitoring procedures. Monitoring activities are used to 
initiate corrective action through department meetings, internal conference calls, and informal 
notifications. 

Management’s close involvement in Sandata’s operations helps to identify significant variances from 
expectations regarding internal controls. Management evaluates the facts and circumstances 
related to any suspected control breakdown. A decision for addressing any control’s weakness is 
made based on whether the incident was isolated or requires a change in the Company’s procedures 
or personnel. The goal of this process is to help ensure regulatory and contractual compliance and 
to maximize the performance of Sandata’s personnel. 

In addition to pursuing a SOC 1 and SOC 2 report each year, Sandata has achieved HITRUST r2 
certification, as well as HITRUST certification of the NIST Cybersecurity Framework (CSF) for the 
Sandata EVV and SAM solutions, which will be renewed on an ongoing basis as part of Sandata’s 
commitment to protecting sensitive information. These certifications require constant focus on 
internal controls and demonstrate that Sandata has met key regulatory requirements and industry-
defined requirements and is appropriately managing risk. 

Monitoring of Subservice Organizations 

On an annual basis, management obtains and reviews attestation reports of vendors and third parties 
to evaluate the effectiveness of controls within the vendor or third party's environment. The 
Company has a standard agreement with key third parties which delineates the boundaries of the 
system, describes relevant system components, communicates the system commitments and 
requirements of third parties, and outlines and communicates the terms, conditions, and 
responsibilities of third parties. A member of the Legal Department is responsible for reviewing and 
approving of new key third-party contracts to help ensure that they include the applicable security 
practices and commitments. Management has defined a third-party vendor risk management process 
that specifies the process for evaluating third-party risks based on identified threats and the 
specified tolerances. Identified third-party risks are rated using a risk evaluation process, ratings 
are approved by management, and mitigation strategies are developed. The Company performs an 
annual risk assessment and a fraud risk assessment which include the identification and assessment 
of applicable laws and regulations (including environmental, regulatory, and technological changes, 
and threats related to fraud), defined commitments, service-level agreements, other contractual 
requirements, and potential threats to the security (including threats related to the use of vendors 
and other third parties providing goods and services) of the system. As part of the annual risk 
assessment process, these threats are formally assessed, and mitigation strategies are documented 
and revised as needed. 
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Information and Communications 

Sandata has implemented methods of communication to help ensure that employees understand 
their individual roles and responsibilities over transaction processing and controls. This helps ensure 
that significant events are communicated in a timely manner. These methods include orientation 
and training programs for newly hired employees and the use of Microsoft 365 for services such as 
Outlook, Teams, and SharePoint to communicate time-sensitive messages and information. 
Microsoft 365 includes an integrated portfolio of collaboration and communication services designed 
to connect people, information, processes, and systems. Managers also hold staff meetings as 
appropriate. Every employee has a written job position description to reflect their roles and 
responsibilities. Each employee is made aware of their responsibility to communicate significant 
issues and exceptions to an appropriate higher level of authority within the organization in a timely 
manner. 

Sandata also has implemented methods of communication to help ensure that user entities 
understand the role and responsibilities of Sandata in processing their transactions. This process 
helps to ensure that significant events are communicated to users in a timely manner. The Customer 
Success Manager (CSM) maintains contact with designated user representatives to inform them of 
new issues and developments. Users also are encouraged to communicate questions and problems 
to their CSM. Such matters are logged and tracked until resolved, with the resolution also reported 
to the user entity. 

Personnel in Sandata’s Customer Success Team provide ongoing communication with customers. This 
department maintains records of problems reported by customers and problems or incidents noted 
during processing and monitor such items until they are resolved. The Customer Success Team also 
communicates information regarding changes in processing schedules, system enhancements, and 
other information to customers. 

Sandata has operations manuals that enhance consistency in operating procedures and provide a 
reference to employees in the conduct of their daily responsibilities. Procedures and documentation 
updated and maintained online include operational, training, and technical manuals. 

Policies and Procedures 

Formal IT policies and procedures exist that describe physical security, logical access, computer 
operations, change control, and data communication standards. Teams are expected to adhere to 
the Sandata policies and procedures that define how services should be delivered. These are located 
on the Company’s intranet and can be accessed by any Sandata team member. 

Control Objectives and Related Control Activities 

The service organization has developed a variety of policies and procedures, including related 
control activities, to help ensure that the service organization’s objectives are carried out and that 
risks are mitigated. These control activities help ensure that services are administered in 
accordance with the service organization’s policies and procedures. 

Control activities are performed at multiple levels throughout the organization and at various stages 
during the relevant business process. Controls may be preventive or detective in nature and may 
encompass a range of manual and automated controls, including authorizations, reconciliation, and 



 
Section III 

 
 

Solely for the information and use of Sandata Technologies, LLC, user entities of Sandata Technologies, LLC’s integrated payer and provider home care technology system 
during some or all of the period April 1, 2023 to March 31, 2024, and their auditors who audit and report on user entities’ financial statements or internal control over financial 
reporting and have a sufficient understanding of it. 

25 

IT controls. Duties and responsibilities are allocated among personnel to help ensure that a proper 
segregation of duties is maintained. 

Sandata has specified the control objectives and identified the controls that are designed to achieve 
the related control objectives below. Numerical cross-references are used to reference controls in 
Section III to the related control and testing in Section IV. 

Control Objective 1 — Logical Access 

Controls provide reasonable assurance that logical access to Active Directory, the in-scope 
applications, operating systems, and related databases is restricted to appropriate users. 

Role-based security is in place for system users (1.1). The network domain, AWS, operating systems, 
in-scope applications, and related databases are configured to enforce password requirements in 
accordance with the Password Management Standard (1.2). Users are required to authenticate via 
a user account and password before being granted access to the internal network domain and the 
in-scope applications (1.3). Access to the production environment requires a unique user ID and 
password and multifactor authentication. Access to AWS, operating systems, and databases is 
configured to use either Active Directory (AD) for single sign-on authentication, Secure Shell keys, 
or an additional set of credentials (1.4). Remote connectivity users are authenticated via a user 
account, password, and multifactor authentication before establishing a Virtual Private Network 
(VPN) session (1.9). 

Logical access to systems is approved and granted to employees and contractors as a component of 
the hiring process. Subsequent additions and/or modifications of access are approved by 
management prior to access being modified (1.6). Access to AD and VPN, which is required to access 
the network and applications, is revoked within 24 hours of termination (1.7). This removal of access 
helps to ensure that the terminated user can no longer access Sandata systems, including in-scope 
applications. Additional layers of access to the in-scope applications (EVV, SAM, SMC) are revoked 
as a component of the termination process (1.13). Logical access reviews are performed on a 
quarterly basis. Any issues identified as a result of the review are communicated and resolved (1.5). 

Administrative access to Active Directory, operating systems, firewalls, AWS, the in-scope 
applications, and related databases is restricted to appropriate individuals based on job function 
(1.8). The ability to administer VPN access is restricted to user accounts accessible by appropriate 
personnel based on job function (1.10). Access to the AWS root account is restricted to appropriate 
individuals based on job function (1.11). Access to the in-scope applications is restricted to 
appropriate individuals based on job function (1.12). 

Control Objective 2 — Change Management 

Control activities provide reasonable assurance that changes to the applications (including 
reports), databases, and infrastructure are documented, tested and approved prior to 
implementation into production by appropriate personnel. 

Documented change control policies and procedures are in place to guide personnel in the change 
management process, including the acquisition, development, and maintenance of the 
organization's technology infrastructure (2.1). 
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Application development, including changes to application reports, and testing efforts are 
documented in a ticketing system and performed in development/staging environments that are 
separated from the production environment (2.2). Changes (infrastructure, database, and 
application) are approved by an independent member of management prior to implementation 
(2.3). 

Version control software is utilized to centrally maintain source code versions and promote 
application source code through the development process. The ability to modify source code for the 
production environment is restricted to appropriate personnel based on job function (2.5). The 
ability to migrate changes into the production environment is restricted to appropriate users without 
programming or development responsibilities (2.4). 

Control Objective 3 — Backups 

Controls provide reasonable assurance that data is backed up, retained, and retrievable. 

Data backup and restore procedures are in place to guide personnel in performing backup activities. 
Backup restorations are performed on a quarterly basis (3.4). An automated backup system is 
configured to perform backups on a daily basis. The automated backup system is configured to 
automatically verify the contents of the backup dataset upon completion of the job. Failed backups 
are researched and re-run or escalated for problem resolution and resolved (3.1). Production 
backups are replicated offsite and stored at the disaster recovery site (3.2). The ability to access 
the backup tools and restore backed up data is restricted to appropriate personnel based on job 
function (3.3). 

Control Objective 4 — Computer Operations, Processing, and Availability 

Controls provide reasonable assurance that application and system processing relevant to user 
entities' internal control over financial reporting is executed in a complete, accurate, and timely 
manner, deviations are investigated and resolved, and reports are made available. 

Automated transaction processing is continuously monitored by the SAM alert system. If a scheduled 
automated processing job's completion time exceeds the scheduled completion time or if a critical 
processing error occurs, an alert is automatically sent to key personnel (4.1). 

Transaction completeness is confirmed by automation servers. If an error occurs, notifications are 
sent to key personnel (4.2). 

EVV receives the Automated Number Identification (ANI) at the start of each call, which has the 
phone number where the call originated. The ANI is compared with the phone numbers in the EVV 
database to determine the patient location of where the call originated. ANI phone numbers that 
are not enrolled in EVV are reported to the customer on the EVV web application that a call has 
come from an unknown location (4.3). EVV determines the time of the call based on time 
synchronization via a Network Time Protocol (NTP) time server (4.4). EVV processing is continuously 
monitored by the enterprise monitoring application. Alerts are sent to key personnel when any issues 
are detected (4.5). 

Custom reports are made available on demand to current customers within the in-scope applications 
(4.6). 
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Complementary Subservice Organization Controls 

In some instances, a service organization’s controls cannot provide reasonable assurance that its 
control objectives were achieved without the subservice organizations performing certain activities 
in a defined manner. Such activities are referred to as complementary subservice organization 
controls (CSOCs). The following CSOCs are those controls that Sandata’s management assumed, in 
the design of the system, would be implemented by a subservice organization and are necessary, in 
combination with controls at Sandata, to provide reasonable assurance that the service 
organization’s control objectives are achieved. 

Number CSOC Applicable 
Control Objective 

Amazon Web Services, Inc. 

1. Controls over the physical and environmental security of its data 
centers, including protection from environmental hazards, fire 
detection and suppression, and secure disposal of storage devices. 

CO1 

2. Controls over the configuration of its infrastructure devices to 
prevent unauthorized access, interference, or disruption to 
services. 

CO1, CO4 

3. Controls over the access to its data centers, systems, and data. This 
includes both physical access to data centers and logical access to 
infrastructure systems. 

CO1 

4. Controls related to hiring, background checks, and employee 
termination processes to ensure that employees do not compromise 
security. 

CO1 

5. Controls over the implementation of changes to its system 
hardware, software, and firmware to ensure continued security and 
operation. 

CO2 

6. Controls to help ensure data integrity through backup and 
replication strategies. Confidentiality and availability are 
maintained through encryption and redundancy respectively. 

CO3 

Cyxtera Technologies and Equinix, Inc. 

7. Controls to implement security measures including manned security, 
CCTV surveillance, biometric access controls, and intrusion 
detection systems to protect the physical infrastructure. 

CO1 

8. Controls to help maintain optimal environmental conditions with 
advanced HVAC systems to control temperature and humidity, along 
with fire detection and suppression systems tailored to protect IT 
hardware. 

CO1 

9. Controls to enforce strict change management protocols to manage 
and document any changes to the physical infrastructure, ensuring 
that all modifications are controlled and audited. 

CO2 
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Number CSOC Applicable 
Control Objective 

10. Controls to help ensure redundant power solutions, including dual-
power feeds, uninterruptible power supply (UPS) systems, and 
standby diesel generators to ensure uninterrupted power supply. 

CO4 

11. Controls to provide redundant network infrastructure ensuring high 
availability and reliability with multiple connectivity options, 
including diverse physical pathways and carrier neutrality. 

CO4 

12. Controls to conduct regular maintenance and operational checks to 
ensure the infrastructure operates at peak efficiency, including 
scheduled testing of critical systems like power and cooling. 

CO4 

Complementary User Entity Controls 

In some instances, a service organization’s controls cannot provide reasonable assurance that its 
control objectives were achieved without user entities performing certain activities in a defined 
manner. Such activities are referred to as complementary user entity controls (CUECs). The 
following CUECs are those controls that Sandata’s management assumed, in the design of the 
system, would be implemented by user entities and are necessary, in combination with controls at 
Sandata, to provide reasonable assurance that the service organization’s control objectives are 
achieved. 

Number CUEC Applicable 
Control Objective 

1. User entities are responsible for logical access administration of 
their end user accounts to ensure access to their instances is 
authorized and appropriate based on job responsibilities. 

CO1 

2. User entities are responsible for reviewing authorized users with 
access to the production applications. 

CO1 

3. User entities are responsible for managing and administering 
password and lockout security settings. 

CO1 

4. User entities are responsible for ensuring access privileges are 
promptly revoked for terminated users or users no longer requiring 
access to the production applications. 

CO1 

5. User entities are responsible for providing timely notifications to 
Sandata for any changes of user access to Sandata systems, 
including revocation of access. 

CO1 

6. User entities are responsible for administering their own users’ 
access rights to the application output. 

CO1 

7. User entities are responsible for providing reasonable assurance that 
erroneous input data is corrected and resubmitted. 

CO4 

8. User entities are responsible for providing reasonable assurance 
over the completeness and accuracy of data provided to Sandata. 

CO4 
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Number CUEC Applicable 
Control Objective 

9. User entities are responsible for managing the passwords and access 
rights of each member of their organization to ensure that only 
authorized users can access their EVV and SAM database(s). 

CO4 

10. User entities are responsible for managing their own users’ level of 
access application inputs. 

CO4 

11. User entities are responsible for providing reasonable assurance that 
changes to processing options are appropriately authorized, 
approved, and implemented. 

CO4 

12. User entities are responsible for reviewing output reports for 
completeness and accuracy. 

CO4 

13. User entities are responsible for reconciling Sandata reports to 
relevant user organization control totals. 

CO4 
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Sandata Technologies, LLC’s Description of Its Control Objectives and 
Related Controls, and Independent Service Auditor’s Tests of Controls 
and Results of Tests 

This report, when combined with an understanding of the controls at user entities, is intended to 
assist auditors in planning the audit of user entities’ financial statements or user entities’ internal 
control over financial reporting and in assessing control risk for assertions in user entities’ financial 
statements that may be affected by controls at Sandata. The examination was performed in 
accordance with attestation standards established by the AICPA, specifically, AT-C Section 320, 
Reporting on an Examination of Controls at a Service Organization Relevant to User Entities’ 
Internal Control Over Financial Reporting. 

Our examination was limited to the control objectives and related controls specified by Sandata in 
Section IV of this report and did not encompass all aspects of the services provided or controls of 
Sandata or extend to controls performed by user entities. Unique processes or control situations not 
included in the description are outside the scope of this examination. 

It is the responsibility of each user entity and its independent auditor to evaluate this information 
in conjunction with the evaluation of internal control over financial reporting at the user entity in 
order to assess the total internal control. If internal control is not effective at user entities, 
Sandata’s controls may not compensate for such weaknesses. 

The scope of the examination included tests of the operating effectiveness of controls over 
Sandata’s integrated payer and provider home care technology systems, including controls related 
to changes to the system applications, but did not include tests related to the functioning of or 
calculations performed by the software used in the delivery of the system or of reports generated 
by the software. 

Sandata’s internal control represents the collective effect of various factors on establishing or 
enhancing the effectiveness of the controls specified by Sandata. In planning the nature, timing, 
and extent of our testing of the controls to achieve the control objectives specified by Sandata, we 
considered aspects of Sandata’s control environment, risk assessment process, monitoring activities, 
and information and communications. 

Tests of Controls 

Our testing of controls was restricted to the controls specified by Sandata and was not extended to 
controls performed by user entities or other controls that were not documented as tested under 
each control objective listed in this section of the report. 

The description of tests of controls and results of those tests are presented in this section of the 
report and are the responsibility of BDO USA, P.C., the service auditor. The description of the 
control objectives, the related controls, and the complementary subservice organization and user 
entity controls to achieve the objectives have been specified by, and are the responsibility of 
Sandata. 

The basis for all tests of operating effectiveness includes inquiry of the individual(s) responsible for 
the control. As part of our testing of each control, we inquired of the individual(s) to determine the 
fairness of the description of the control and to evaluate the design and implementation of the 
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control. As part of our inquiries, we also gained an understanding of the knowledge and experience 
of the personnel managing the control(s) and corroborated evidence obtained as part of other 
testing procedures. While inquiries were performed for every control, our inquiries were not listed 
individually for every control activity tested and shown in Section IV. 

Additional testing of the control activities may have been performed using the following methods: 

Method Description 

Inquiry Inquired of appropriate personnel and corroborated responses with management. 

Observation Observed the application, performance, or existence of the specific control(s), as 
represented by management. 

Inspection Inspected documents and records indicating performance of the control. 

Reperformance Reperformed the control or processing application to ensure the accuracy of its 
operation. 

When using information produced by the service organization, we evaluated whether the 
information was sufficiently reliable for our purposes by obtaining evidence about the accuracy and 
completeness of such information and evaluating whether the information was sufficiently precise 
and detailed for our purposes.  
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Control Objective 1 — Logical Security 

Controls provide reasonable assurance that logical access to Active Directory, the in-scope 
applications, operating systems, and related databases is restricted to appropriate users. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

1.1 Role-based security is in place 
for system users. 

Inspected the in-scope system 
user listings and application role 
permission setup to determine 
that role-based security was in 
place for system users. 

No exceptions noted. 

1.2 The network domain, AWS, 
operating systems, in-scope 
applications, and related 
databases are configured to 
enforce password 
requirements in accordance 
with the Password 
Management Standard. 

Inspected the password 
parameters for AD, AWS, 
Windows OS, Linux OS, EVV, 
SAM, SMC, and the related 
Oracle and SQL databases and 
the Sandata Password 
Management Standard Policy to 
determine that the network 
domain, AWS, operating 
systems, in-scope applications, 
and related databases were 
configured to enforce password 
requirements in accordance 
with the Password Management 
Standard. 

No exceptions noted. 

1.3 Users are required to 
authenticate via a user 
account and password before 
being granted access to the 
internal network domain and 
the in-scope applications. 

Inspected the Active Directory, 
EVV, SAM, and SMC login screens 
to determine that users were 
required to authenticate via a 
user account and password 
before being granted access to 
the internal network domain 
and the in-scope applications. 

No exceptions noted. 

1.4 Access to the production 
environment requires a unique 
user ID and password and 
multifactor authentication. 
Access to AWS, operating 
systems, and databases is 
configured to use either Active 
Directory for single sign-on 
authentication, Secure Shell 
keys, or an additional set of 
credentials. 

Inspected the Fortinet, AWS, 
Windows Active Directory for 
OS, Linux, Oracle Database, and 
Microsoft SQL Database login 
screens to determine that the 
access to the production 
environment required a unique 
user ID and password and 
multifactor authentication.  
 
  

No exceptions noted. 
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Control Objective 1 — Logical Security 

Controls provide reasonable assurance that logical access to Active Directory, the in-scope 
applications, operating systems, and related databases is restricted to appropriate users. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

Inspected the AWS, Windows 
Active Directory for OS, and 
Microsoft SQL Database login 
screens to determine that 
access to AWS, Windows 
operating systems, and 
Microsoft SQL databases were 
configured to use either Active 
Directory for single sign-on 
authentication. 

No exceptions noted. 

Inspected the Linux login 
screens to determine that 
access to the Linux operating 
system was configured to use 
either Active Directory or 
Secure Shell keys 
authentication.  

No exceptions noted. 

Inspected the Oracle Database 
login screens to determine that 
Oracle databases were 
configured to use Active 
Directory for an additional set 
of credentials. 

No exceptions noted. 

1.5 Logical access reviews are 
performed on a quarterly 
basis. Any issues identified as 
a result of the review are 
communicated and resolved. 

For a selection of quarters, 
inspected the quarterly access 
review tickets to determine that 
logical access reviews were 
performed on a quarterly basis, 
and any issues identified as a 
result of the review were 
communicated and resolved. 

No exceptions noted. 

1.6 Logical access to systems is 
approved and granted to 
employees and contractors as 
a component of the hiring 
process. Subsequent additions 
and/or modifications of access 
are approved by management 
prior to access being modified. 

For a selection of new 
employees, inspected the new 
employee tickets to determine 
that logical access to systems 
was approved and granted to 
employees as a component of 
the hiring process.  
  

No exceptions noted. 
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Control Objective 1 — Logical Security 

Controls provide reasonable assurance that logical access to Active Directory, the in-scope 
applications, operating systems, and related databases is restricted to appropriate users. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

For a selection of new 
contractors, inspected the 
Zendesk access request ticket to 
determine that logical access to 
systems was approved and 
granted to contractors as a 
component of the hiring 
process.  

No exceptions noted. 

For a selection of modifications 
of access, inspected the 
modification of access ticket to 
determine that subsequent 
additions and/or modifications 
of access were approved by 
management prior to access 
being modified. 

No exceptions noted. 

1.7 Access to AD and VPN, which is 
required to access the network 
and applications, is revoked 
within 24 hours of termination. 

For a selection of terminated 
employees, inspected the 
employee termination request 
ticket to determine that access 
to AD and VPN, which was 
required to access the network 
and applications, was revoked 
within 24 hours of termination. 

No exceptions noted. 

For a selection of terminated 
contractors, inspected the 
contractor termination request 
ticket to determine that access 
to AD and VPN, which was 
required to access the network 
and applications, was revoked 
within 24 hours of termination. 

No exceptions noted. 
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Control Objective 1 — Logical Security 

Controls provide reasonable assurance that logical access to Active Directory, the in-scope 
applications, operating systems, and related databases is restricted to appropriate users. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

1.8 Administrative access to Active 
Directory, operating systems, 
firewalls, AWS, the in-scope 
applications, and related 
databases is restricted to 
appropriate individuals based 
on job function. 

Inspected the Fortinet, AWS, 
Windows Active Directory for 
OS, Linux, Oracle Database, and 
Microsoft SQL Database 
administrator listings to 
determine that administrative 
access to Active Directory, 
operating systems, firewalls, 
AWS, the in-scope applications, 
and related databases was 
restricted to appropriate 
individuals based on job 
function. 

No exceptions noted. 

1.9 Remote connectivity users are 
authenticated via a user 
account, password, and 
multifactor authentication 
before establishing a VPN 
session. 

Inspected the FortiNet VPN 
configurations to determine that 
remote connectivity users were 
authenticated via a user 
account, password, and 
multifactor authentication 
before establishing a VPN 
session.  

No exceptions noted. 

1.10 The ability to administer VPN 
access is restricted to user 
accounts accessible by 
appropriate personnel based 
on job function. 

Inspected the VPN administrator 
listing to determine that the 
ability to administer VPN access 
was restricted to user accounts 
accessible by appropriate 
personnel. 

No exceptions noted. 

1.11 Access to the AWS root 
account is restricted to 
appropriate individuals based 
on job function. 

Inspected the listing of users 
with AWS root access to 
determine that the access to 
the AWS root account was 
restricted to appropriate 
individuals based on job 
function. 

No exceptions noted. 

1.12 Access to the in-scope 
applications is restricted to 
appropriate individuals based 
on job function. 

Inspected the EVV, SAM, and 
SMC user listings to determine 
that access to the in-scope 
applications was restricted to 
appropriate individuals based on 
job function. 

No exceptions noted. 
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Control Objective 1 — Logical Security 

Controls provide reasonable assurance that logical access to Active Directory, the in-scope 
applications, operating systems, and related databases is restricted to appropriate users. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

1.13 Additional layers of access to 
the in-scope applications (EVV, 
SAM, SMC) are revoked as a 
component of the termination 
process. 

For a selection of terminated 
employees, inspected the 
employee termination request 
ticket to determine that 
additional layers of access to 
the in-scope applications (EVV, 
SAM, SMC) were revoked as a 
component of the termination 
process. 

Exception noted. 
 
For one out of eight 
terminated 
employees selected 
for testing, access to 
EVV within the 
network was not 
revoked in 
accordance with 
Sandata’s policies.  

For a selection of terminated 
contractors, inspected the 
contractor termination request 
ticket to determine that 
additional layers of access to 
the in-scope applications (EVV, 
SAM, SMC) were revoked as a 
component of the termination 
process. 

No exceptions noted. 
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Control Objective 2 — Change Management 

Control activities provide reasonable assurance that changes to the applications (including 
reports), databases, and infrastructure are documented, tested and approved prior to 
implementation into production by appropriate personnel. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

2.1 Documented change control 
policies and procedures are in 
place to guide personnel in the 
change management process, 
including the acquisition, 
development, and 
maintenance of the 
organization’s technology 
infrastructure. 

Inspected the Information 
Security Program Policy and 
Procedure to determine that 
documented change control 
policies and procedures were in 
place to guide personnel in the 
change management process, 
including the acquisition, 
development, and maintenance 
of the organization’s technology 
infrastructure. 

No exceptions noted. 

2.2 Application development, 
including changes to 
application reports, and 
testing efforts are documented 
in a ticketing system and 
performed in 
development/staging 
environments that are 
separated from the production 
environment. 

Inspected the Fortinet and AWS 
environments to determine that 
application development was 
performed in 
development/staging 
environments that were 
separated from the production 
environment. 

No exceptions noted. 

For a selection of application 
changes, inspected the 
application change tickets to 
determine that application 
development, including changes 
to application reports, and 
testing efforts were 
documented in a ticketing 
system and performed in 
development/staging 
environments that were 
separated from the production 
environment. 

No exceptions noted. 

2.3 Changes (infrastructure, 
database, and application) are 
approved by an independent 
member of management prior 
to implementation. 

For a selection of application 
changes, inspected the 
application change tickets to 
determine that application 
changes were approved by an 
independent member of 
management prior to 
implementation. 

No exceptions noted. 
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Control Objective 2 — Change Management 

Control activities provide reasonable assurance that changes to the applications (including 
reports), databases, and infrastructure are documented, tested and approved prior to 
implementation into production by appropriate personnel. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

For a selection of infrastructure 
and database changes, 
inspected the infrastructure 
change tickets to determine 
that infrastructure and database 
changes were approved by an 
independent member of 
management prior to 
implementation. 

No exceptions noted. 

2.4 The ability to migrate changes 
into the production 
environment is restricted to 
appropriate users without 
programming or development 
responsibilities. 

Inspected the Bamboo 
administrators to determine 
that the ability to migrate 
changes into the production 
environment was restricted to 
appropriate users without 
programming or development 
responsibilities.  

No exceptions noted. 

2.5 Version control software is 
utilized to centrally maintain 
source code versions and 
promote application source 
code through the development 
process. The ability to modify 
source code for the production 
environment is restricted to 
appropriate personnel based 
on job function. 

Inspected the Bitbucket source 
code tool to determine that 
version control software was 
utilized to centrally maintain 
source code versions and 
promote application source code 
through the development 
process. 

No exceptions noted. 

Inspected the Bitbucket source 
code administrators to 
determine that the ability to 
modify source code for the 
production environment was 
restricted to appropriate 
personnel based on job 
function. 

No exceptions noted. 
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Control Objective 3 — Backups 

Controls provide reasonable assurance that data is backed up, retained, and retrievable. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

3.1 An automated backup system 
is configured to perform 
backups on a daily basis. The 
automated backup system is 
configured to automatically 
verify the contents of the 
backup dataset upon 
completion of the job. Failed 
backups are researched and 
re-run or escalated for 
problem resolution and 
resolved. 

Inspected the Veeam backup 
configurations to determine that 
an automated backup system 
was configured to perform 
backups on a daily basis and to 
automatically verify the 
contents of the backup dataset 
upon completion of the job. 

No exceptions noted. 

For a selection of failed 
backups, inspected the 
resolution ticket to determine 
that failed backups were 
researched and re-run or 
escalated for problem resolution 
and resolved. 

No exceptions noted. 

3.2 Production backups are 
replicated offsite and stored 
at the disaster recovery site. 

Inspected the Veeam replication 
configurations to determine that 
the production backups were 
replicated offsite and stored at 
the disaster recovery site. 

No exceptions noted. 

3.3 The ability to access the 
backup tools and restore 
backed up data is restricted to 
appropriate personnel based 
on job function. 

Inspected the Veeam 
administrator listing to 
determine that the ability to 
access the backup tools and 
restore backed up data was 
restricted to appropriate 
personnel. 

No exceptions noted. 

3.4 Data backup and restore 
procedures are in place to 
guide personnel in performing 
backup activities. Backup 
restorations are performed on 
a quarterly basis. 

Inspected the Information 
Security Program Policy and 
Procedure to determine that the 
data backup and restore 
procedures were in place to 
guide personnel in performing 
backup activities.  

No exceptions noted. 

For a selection of quarters, 
inspected the data backup and 
restoration tickets to determine 
that backup restorations were 
performed on a quarterly basis. 

No exceptions noted. 
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Control Objective 4 — Computer Operations, Processing, and Availability 

Controls provide reasonable assurance that application and system processing relevant to user 
entities’ internal control over financial reporting is executed in a complete, accurate, and timely 
manner, deviations are investigated and resolved, and reports are made available. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

4.1 Automated transaction 
processing is continuously 
monitored by the SAM alert 
system. If a scheduled 
automated processing job’s 
completion time exceeds the 
scheduled completion time or 
if a critical processing error 
occurs, an alert is 
automatically sent to key 
personnel. 

Inspected the New Relic 
dashboard and alert 
configurations to determine that 
automated transaction 
processing was continuously 
monitored by the SAM alert 
system, and if a scheduled 
automated processing job’s 
completion time exceeded the 
scheduled completion time or if 
a critical processing error 
occurred, an alert was 
automatically sent to key 
personnel. 

No exceptions noted. 

4.2 Transaction completeness is 
confirmed by automation 
servers. If an error occurs, 
notifications are sent to key 
personnel.  

Inspected New Relic dashboard 
and alert configurations to 
determine that transaction 
completeness was confirmed by 
automation servers, and if 
errors occurred, notifications 
were sent to key personnel. 

No exceptions noted. 

4.3 EVV receives the ANI at the 
start of each call, which has 
the phone number where the 
call originated. The ANI is 
compared with the phone 
numbers in the EVV database 
to determine the patient 
location of where the call 
originated. ANI phone numbers 
that are not enrolled in EVV 
are reported to the customer 
on the EVV web application 
that a call has come from an 
unknown location. 

Inspected the Oracle validation 
configuration to determine that 
EVV received the ANI at the 
start of each call which had the 
phone number where the call 
originated, the ANI was 
compared with the phone 
numbers in the EVV database to 
determine the patient location 
of where the call originated, 
and ANI phone numbers that 
were not enrolled in EVV were 
reported to the customer on the 
EVV web application that a call 
had come from an unknown 
location. 

No exceptions noted. 
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Control Objective 4 — Computer Operations, Processing, and Availability 

Controls provide reasonable assurance that application and system processing relevant to user 
entities’ internal control over financial reporting is executed in a complete, accurate, and timely 
manner, deviations are investigated and resolved, and reports are made available. 
 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC 

Tests of Controls Performed by  
BDO USA, P.C. Results of Tests 

4.4 EVV determines the time of 
the call based on time 
synchronization via an NTP 
time server. 

Inspected NTP Server 
Connection to determine that 
EVV determined the time of the 
call based on time 
synchronization via an NTP time 
server. 

No exceptions noted. 

4.5 EVV processing is continuously 
monitored by the enterprise 
monitoring application. Alerts 
are sent to key personnel 
when any issues are detected. 

Inspected the New Relic 
dashboard and alert 
configurations to determine that 
EVV processing was continuously 
monitored by the enterprise 
monitoring application, and 
alerts were sent to key 
personnel when any issues were 
detected. 

No exceptions noted. 

4.6 Custom reports are made 
available on demand to 
current customers within the 
in-scope applications.  

Inspected the reporting 
dashboard and output within the 
in-scope applications to 
determine that custom reports 
were made available on demand 
to current customers within the 
in-scope applications. 

No exceptions noted. 

 



 

 

V. Other Information Provided by Sandata Technologies, LLC 
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Other Information Provided by Sandata Technologies, LLC That Is Not 
Covered by the Independent Service Auditor’s Report on a SOC 1 
Examination 

Management Responses to Exceptions Noted 

Control 
Number 

Controls Specified by 
Sandata Technologies, LLC Results of Tests Management Response 

1.13 Additional layers of access to 
the in-scope applications 
(EVV, SAM, SMC) is revoked 
as a component of the 
termination process. 

Exception noted. 
 
For one out of eight 
terminated 
employees selected 
for testing, access to 
EVV within the 
network was not 
revoked in 
accordance with 
Sandata’s policies. 

Internal application-level access 
to the EVV configuration 
management tool for one 
terminated employee was not 
removed in accordance with 
internal polices; however, both 
Active Directory and VPN 
credentials, which are both 
required for internal access to 
applications, were revoked 
immediately upon termination 
preventing any possibility of 
unauthorized access to the EVV 
configuration management tool. 
Sandata conducted a log review 
to confirm no inappropriate 
access occurred and conducted 
refresher training for staff to 
ensure timely access revocation 
for all layers of access. 
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